Weekly Assignment Content
Week 1: Integrating Cybersecurity into IT Services
 
Print
Topic:  Integrating Cybersecurity into IT Services
Key Concepts:
· IT Services & Service Delivery
· IT Services Standards & Guides (COBIT, ITIL, ISO 2700x)
· Cybersecurity Focused IT Services
· Business Drivers for IT Services

· Best Practices for Acquisition and Implementation of IT security products and services
· Business Benefits of IT Security products and services
· Why an organization should invest in IT security technologies
· Where an organization should focus its attention (what types of IT Security Service Delivery)
Description:
This week, we begin our exploration of the processes and technologies required to integrate cybersecurity into the IT services that support enterprise business operations. There are three IT Services that we will focus on in the readings and activities.
· The first service is Endpoint Protection and includes anti malware and intrusion detection & prevention. We address this service first since it is one that should be implemented in every organization for every computer. It is a simple and relatively inexpensive defensive cybersecurity measure that extends protection across the enterprise.
· The second IT Service is IT Continuity of Operations -- in specific, we will consider the cybersecurity aspects of disaster recovery and business continuity (DR/BCP). DR/BCP is actually an organization wide planning effort that involves many different aspects of a company. IT and cybersecurity services which support DR/BCP are critical to defending the organization's IT infrastructure from attack and compromise during a disaster or other wide-spread outage.
· The third service is Incident Response Management. This service provides for ensuring that there are policies, procedures, and personnel in place to handle incidents as they occur and to ensure that incidents are properly categorized and documented. (Next week, we will examine Incident Handling and Response and related services.)



Week 2: Incident Handling & Response
Print
Topic: Incident Handling & Response
· Key Concepts
· Incident Response Processes (Phases)
· Incident Response Teams
· Definitions of Incidents, Events, etc.
· Description:
· This week, we take a deeper look at our third Cybersecurity related IT Service, Incident Response Management. Specifically, we will examine the processes and activities required to implement an Incident Handling and Response capability and how those actions support the organization's cybersecurity objectives. One could argue that Incident Response exists outside of cybersecurity ... and, it does. But, in order to have an effective Cybersecurity program which is capable of defending the enterprise against attacks and compromises, a Cybersecurity focused Incident Handling and Response team is required. This team must be supported by policies and procedures that prioritize cybersecurity response and investigation.
· The first two readings are from the course textbook -- EC-Council Certified Incident Handler (ECIH) version 2, 2nd edition. The third reading takes us back to NIST's Computer Security Incident Handling Guide to read more about the Incident Response Process as defined by NIST. Additional readings will help you write your short newsletter article for an Anti-Phishing campaign. Such security awareness tools are used in the "prevention" phase of incident response.

· Data Backup & Recovery as an IT Service

Week 3: Forensic Readiness & First Response Capabilities
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Topic: Forensic Readiness & First Response Capabilities (Incident Investigation & Reporting)
Key Concepts:
· Computer Forensics & Forensic Readiness
· Role of Computer Forensics in Incident Handling
· Principles of Digital Evidence Collection
· Evidence Analysis
· Anti-Forensics Techniques
· After Action Reviews & Reporting
During the preparation phase of incident response, system administrators should configure operating systems to log significant events as they occur. Events of potential interest to forensics investigators include failed login attempts, privilege elevation attempts, and changes to protected operating system files. For network devices, changes in configuration parameters should also be logged. These can include changes in firewall rules controlling the types of packets allowed and the allowable source and destination IP addresses (network addresses).

Week 4: Management & Mitigation of Insider Threats
Print
Topic: Management and Mitigation of Insider Threats
· Key Concepts:
· Insider Threat
· Data Classification
· Separation of Duties
· Least Privilege
· Role Based Access Controls
· Mandatory Access Controls
· Auditing & Monitoring
· Penetration Testing
Description: This week, our focus shifts to IT services which are used in the management and mitigation of insider threat. Insiders, because of their access to information and information resources (e.g. workstations, servers, networks), potentially have the opportunity and the means by which to steal intellectual property, commit fraud, and perform other types of mischief and mayhem (ranging from pranks to deliberate sabotage).


